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Data Flow Diagram
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Minimum Viable Product
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What we have been working on
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2. PROBLEMS



PROBLEMS

We were using csv (pre-processed
data) files instead of the pcap files
(raw data) as our source.

Processing the raw data is
challenging, dealing with many
fields, outliers and different data
types is proving to be a very arcane
task.

Displaying the data in the
dashboard interface might be more
challenging than anticipated.

Untitied - 5p9-1 - Investigation - Endace Vision™

Wireshark | Pivot from Panorama

kfi!e Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
; o = - -

AR ©®© B RE Q &= 2 ¢ B aaq

(W[ ierf.types.type == META)

No. Time Source Destination
1365.. 2020-03-11 00:45:25.2130537.. 10.9.130.154 10.9.130.12 SSL
1365.. 2020-63-11 o 25.2130549.. 10.9.17.7 10.9.17.158 TP
1365.. 2020-03-11 0 25.2130556.. 10.9.17.198 10.9.17.6 TCce
1365.. 2020-03-11 0 125.2130562.. 10.9.34.170 10.9.34.6 TP
1365.. 2020-03-11 6 25.2130574- 10.9.66.162 10.9.66.4 TP
1365.. 2020-03-11 o 25.2130587. 10.9.131.167 10.9.131.13 TP
1365.. 2020-03-11 00:45:25.2130599.. 10.9.37.5 10.9.37.196 TCP
1365.. 2020-03-11 00:45:25.2130600.. 10.9.65.176 10.9.65.11 TP
1365.. 2020-03-11 00:45:25.2130613.. 10.9.18.12 10.9.18.204 Tce
1365.. 2020-03-11 o 25.2130613.. 10.9.37.13 10.9.37.159 TcP
1365.. 2020-03-11 00:45:25.2130614.. 10.9.131.167 10.9.131.13 Tce

Frame 1: 609 bytes on wire (4872 bits), 669 bytes captured (4872 bits) on interface 1
Extensible Record Format

802.1Q Virtual LAN, PRI: 0, DEI: 0, ID: 400

802.1Q Virtual LAN, PRI: 0, DEI: 0, ID: 14

Internet Protocol Version 4, Src: 10.9.68.6, Dst: 10.9.68.247

Transmission Control Protocol, Src Port: 58853, Dst Port: 445, Seq: 1, Ack: 1, Len: 531
NetBIOS Session Service

SMB2 (Server Message Block Protocol version 2)

53 50 00 03 00 00 00 18 00 18 00 86 060 00 00 €0 SP

Protocol Lengtt Info

Untitled - sp9-1 - Wireshark - Endace Vision™
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[(X[=*] -] Expression... +

1514 Continuation Data

78 56618 = 443 [ACK] Seqel Ack=33936 Win=64668 Lenw0 TSval=380779482 TSecr=38076..
1514 80 « 51623 [PSH, ACK] Sequ61220 Ack=1 Win=7228 Len=1436 TSval=380779479 TSecr.
1514 80 - 32993 [PSH, ACK] Seqe53133 Acke=l Win=7228 Len=1436 TSval=d4195746565 TSec.
1514 80 ~ 50884 [PSH, ACK] Seqe10053 Ack=1l Win=7228 Len=1436 TSval=3715746337 TSec. —
1514 80 ~ 60887 [PSH, ACK] Seqe22977 Ack=1 Wine7228 Len=1436 TSval=3235746081 TSec.

78 49772 ~ 443 [ACK] Seqel Ack«87068 Winw=64668 Len=0 TSvalw4195746576 TSecr=4195.

1514 80 - 55786 [PSH, ACK] Seqe25320 Ackel Wine7228 Len«1436 TSvale3715746347 TSec.
78 46572 - 80 [ACK] Seqel Ack=33936 Wine=64668 Len=0 TSvalw380779503 TSecr=380771
78 57036 - 8313 [ACK] Seqwl Ack=4309 Win=64668 Len=0 TSval=4195746589 TSecr=4195.

1514 80 - 60887 [PSH, ACK] Sequ24413 Ack=1 Wine7228 Len=1426 TSval=3235746091 TSec.

Ethernet II, Src: 02:00:01:04:00:05 (02:00:01:04:00:05), Dst: MS-NLB-PhysServer-26_¢5:04:00:61 (02:1a:¢5:04:00:61)

Packets: 136558 - Displayed: 136558 (100.0%) Profile: Default




3. STRATEGIES



STRATEGIES

- Refactoring data producer to consume

the new source information files. T %

-
STRATEGY
T

- Examine research papers that utilized
the same source dataset to gain a
deeper understanding of the data
processing methodology.

- Finalize the pipeline without ' y
integrating the APIs at this stage. 111



4. WORK DONE



Work done

Setup Data Producer
Setup Data Receiver
Setup Databases Middleware

Implement Communication
Between Components via Kafka

Setup both Databases

Find a suitable Dataset

Burn up chart

20

11



5. PLAN



Plan

Title “ee Priority see Size . Estimate .
G) [FEATURE] Refactoring do Data Producer (Pcaps) #32 PO
() [FEATURE] Refactoring do DBs Middleware #34 PO
G) [FEATURE] Refactoring do Data Receiver (Pcaps) #33 PO
() [FEATURE] Dados Processados no DBs Middleware. #35 P1
() [FEATURE] Data Relay #36 p2
(©) PI_Al-Driven_Networks #17 =+« m

[FEATURE] Setup do Data Processor

P1 5 C lteration5

13




Scan the QR code to check our
documentation website.

Let’s Start!

Or click here.



https://rodrigoabreu22.github.io/PI_Microsite/
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