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Introduction Implementation

Modern networks have evolved from static infrastructures 5G core integration components:

into dynamic, intelligent, and adaptive systems. 5G and < Data Receiver - receive 5G network data;
Beyond 5G networks need to handle large volumes of data,  « Data relay - expose network metrics and model

support a wide variety of applications, and ensure high inferences;

reliability and low latency. However, increased data flow can  « ML APIs - enable network operators to train models,
degrade network performance, and usage spikes may monitor their behavior, and assess performance
compromise service quality. metrics.

To address these challenges, our work introduces a scalable Main MLOps pipeline components:

and modular MLOps pipeline that integrates ML and « Data Processor - processes data for ML Training;
automation directly into the 5G Core architecture. This e ML Training - dynamic training and testing of ML
approach enhances network optimization, improves models with network data, and deployment;

decision-making, and ensures resilient performance evenin  « ML Inference - Deployed inferences on network data.
high-demand conditions.
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« Train and test various types of ML models while Validation
evaluating their performance; To validate our solution, we developed a MLOps pipeline
- Dynamically choose and deploy the best model; foccusing on attack detection, a critical function for

« Retrieve our model’s inferences from live network data; maintaining Optimal network performance and Security_

T ——— When an attack is detected, our pipeline communicates

| with other Network Functions to ensure that the right

| *’%%é% © .  measures are applied in order to guarantee consistent
= quality of service across all network.
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Features Extracted

Start End src P DstIP Dst Port Proto L7 Proto In Bytes In Pits Out Bytes OutPKts Duration In Duration Out Duration B Metric

1748110822 1748110822 175.45.176.2 149.171.126.17 111 6 1.0 552 10 336 8 707 707 698 Name XGBoost

1748110825 1748110825 175.45.176.0 18446 149.171.126.16 80 6 70 930 10 336 8 448 448 434 Accuracy 0523

1748110628 1748110828 175.45.176.2 49313 149.171.126.14 80 6 70 848 10 4758 10 291 291 20 Predsion 0513

- . . 1748110829 1748110829 175.45.176.0 0 149.171.126.12 0 89 85.0 1280 20 0 0 921 921 o Real 0484

u n I'U'e. rS Idade de. au’el ro 1748110830 1748110830 175451763 21226 149.171.126.12 143 6 40 526 10 440 8 307 285 287 Fi Score 054

1748110831 1748110831 175454763 17849 149.171.126.19 80 6 7.0 848 12 22878 2 519 519 475 Mee 0534
Ti«—] eo i,-la D Dles's p ra}ﬂg 1748110832 1748110832 175454761 59236 149.171.126.18 11 6 1.0 552 10 336 8 3934 3934 3919 I

1748110835 1748110835 175454760 18519 149.171.126.15 11 17 11.0 168 2 0 0 0 0 0 UPDATE

1748110837 1748110837 175.45.176.3 37482 149.171.126.14 514 17 17.0 438 2 0 0 0 0 0

1748110839 1748110839 175.45.176.3 2645 149.171.126.14 514 17 17.0 938 2 0 0 0 0 0

1748110840 1748110840 175.45.176.3 1603 149.171.126.14 514 17 17.0 1260 2 0 0 0 0 0 -
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